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Abstract. The Internet of Things (IoT) have become significantly important in authentication 
mechanisms in which traditional authentication have shift to the biometric factors whereby 
biometric is said to offer more security and convenience to the users. The purpose of this paper 
is to provide an extensive review on biometric factors for smart home environments that are 
intended for security, comfort, healthcare, and energy saving. This paper also discusses the 
security authentication mechanisms, which are knowledge factor (password, PIN), ownership 
factor (ID card, passport), and inherent factor (fingerprint, iris, facial), known as biometric 
factors. Biometric factors can be used as authentications for smart home environments, which 
are more robust and reliable in terms of accuracy, convenience, and speed.  
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1 Introduction 
The advancement of technology has transformed our lives tremendously from various perspectives, 
ranging from sports, health, education, and lifestyle. Mobile devices are incorporated with computational 
capabilities that enables us to control and monitor many things at our fingertips. One such application 
that has gained attention lately is the smart homes [1-4]. Smart homes enable users to control and monitor 
our home features from lighting, heating, ventilation, and air conditioning (HVAC) to entertainment, 
shades, doors, alarms system, security, and various other home appliances [5-6]. One of the main 
characteristics that make a house becomes a smart home is the automation. With automation, the features 
in the home are integrated and interconnected so that they can communicate automatically with each 
other by means of home controller through the Internet [7-8]. Another criterion of the smart home is 
intelligence, whereby it can learn from the daily activities, and then control and manage the activities by 
itself without the involvement of the users [9-12]. It also comprises a large number of network sensors 
and actuators with different functionalities that provide users with easy and comfortable access [13-15].  
As a matter of fact, migration from the traditional home to a smart home is worthy because the smart 
home itself has the possibility to give a better quality of life for human beings, such as convenience, 
comfort, security, and energy conservation [16-19]. Apart from that, smart homes can also provide a safe 
and secure environment for older and disabled people by giving them an opportunity to control many 
complicated functions based on their capabilities, which previously can only be done with others’ help 
[10, 20-24]. Therefore, it is very crucial for smart home users to strengthen the access control 
mechanisms, so that the security and privacy aspects are well protected [25-26]. 
The access control in a smart home basically enables authorized home owners to access the house and 
to prevent the unauthorized people from gaining access into the house [25]. Access controls in a smart 
home are not only limited to the entrance door, but also applied to other features in the house, which 
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include home appliances, services, and applications [26-28]. Hence, it needs authentication and 
authorization [29]. Authentication will identify and verify the owner through several security 
mechanisms such as passwords or smart cards, and if the person is the owner of the house, the system 
will authorize the owner to gain access. Meanwhile, authorization determines what appliances or 
applications that the owners have rights to access. For example, dangerous appliances like the stove 
could be authorized for parents only and not for young children [30].  
In general, authentication factors can be classified into three factors: (1) Knowledge factor (e.g.: 
passwords or PINs); (2) Ownership factor (e.g.: a token or smart cards); and (3) Biometric factor that 
relies on two factors (e.g.: psychological factor: finger print or iris, and behavioral factors: signature, 
voice, handwriting). These factors can either be used alone or in combination with one another [31]. 
Every authentication mechanism has its advantages and drawbacks. There is no perfect authentication, 
but rather its efficiency and convenience for the home owners to use.  
The significant in using biometric for smart home is that biometric sensors can be used to collect data 
that can be applied by other interconnecting systems [20]. In terms of security and customizable of smart 
home environment, biometric recognitions are able to identify physiological and behavioral characteristic 
of human activities thus making the systems automate and intelligent. For example home lighting 
automation, windows opening, and closing automation. Besides, the automation of smart home can 
prevent electrical appliances from malfunctioning and provide human safety from disaster like gas 
leakage or fire. Apart from that, the advantage of using biometric in smart home is that the appliances 
‘knows’ who is using it. This allows automatic adaptation to the needs of people and also tracking of 
their actions in the case of misuse. By employing biometrics in smart home system, a profile for each 
resident will be characterized by his or her unique biometric characteristic. This profile consists of 
authorisation and permissions specific to the profile owner [32].  
Based on the highlights discussed above, this paper intends to provide a review on biometric factors 
used in smart homes. To present the review, recent and past related work have been gathered and 
summarized, (as far as the author’s knowledge) analyzed, and discussed accordingly. By providing the 
information related to the biometric factors used in smart home, this review aims to motivate further 
research in exploring new field or enhancing potential studies in the field of biometrics’ contributions in 
smart home. The paper is organized as follows: Section 2 will provide conceptual model of smart homes, 
related work and key research problems. Section 3 will further elaborate the biometric factors applied for 
the smart home, followed by Section 4, which will present the existing security authentications. The last 
section concludes with some discussion and conclusion. 
2 Conceptual Model of Smart Homes 
The smart home system consists of several components that can be divided into three layers: the front 
end, the middle end and the back end. The users sit at the front end, whereby they use mobile devices 
such as mobile phones, tablets or television remote controls to control the functions available. Those 
mobile devices are usually equipped with the smart home application. Through these applications, users 
communicate via interfaces that provide commands to various functions.  
The middle layer is considered the heart of the system, whereby the smart home gateway and the 
modem are connected to the Internet. This connectivity enables the smart home devices to be controlled 
anywhere by the authorized users via the mobile devices relying upon standard protocols such as IEEE 
802.11x [33].  
The back end layer is where all the smart home devices reside. The devices range from home lightings, 
heating ventilation and air conditioning (HVAC), shades and blinds, refrigerator, stove, and many other 
home appliances. These devices are controlled by the users via the smart home application, relying on 
senses and standard protocols such as the IEEE 802.15.4. These senses rely on biometric factors (e.g.: 
facial, voice, body temperature) to enable the control of the automation process. For example, for the air-
conditioning system, smart home users are able to adjust the temperature based on human body heat or 
via voice command. This scenario provides security, comfort, and energy conservation to the users, and 
also becomes an assistive mechanism for the elderly and disabled people [34-35]. The following Fig. 1 
illustrates a conceptual design of the smart home system [36]. 
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Fig. 1. Conceptual design of smart home system 
2.1 Issues Associated with Smart Home 
Several review studies have been done on smart home apparently [24, 34, 35, 37-40] to name a few. 
Among the issue stated by the previous researchers is from [3] which conducted a risk analysis on a 
smart home automation. They concluded that “the highest ranked risk related to the information 
processed is derived from inadequate access control configuration in the in-house gateway, within 
network communication whereby the main risks come from inadequate authentication and confidentiality 
settings” (p. 190). Study by [14] also acknowledged, achieving security have been identified as one of the 
top barriers in smart home environment. 
Therefore, to ensure security in the smart home environment, authentication, access control and user 
privacy need to be established to prevent such attacks [3]. Besides that, they also added that the software 
risk authentication mechanism is susceptible to attack; providing attackers to bypass such as password 
authentication schemes and thus obtain access to the system without proper authorizations. To lessen this 
risk, the use of standardized mechanisms for managing authentication and session control should be 
employed over such components applied within smart home environment. With constant searches for the 
illusive ideal security identifier, biometric smart home systems have become more widespread and have 
gained the public interest [20]. Apart from security issue, others challenges in smart home system are 
related to hardware, software, design and domestication [38]. Public reviews have been gathered in a 
workshop organized by [41] also highlighted that, loss of control, reliability, privacy, security, trust, cost, 
and irrelevance are among the social barriers in adopting smart home. Therefore, to open the minds of 
readers and the public, the advantages of applying biometric sensors in smart home environment may 
help to improve the issues and challenges stated above where lots of benefits can be gained from 
adopting smart home. 
3 Biometric Factors Applied in the Smart Home Environment 
Various biometric factors have been applied for smart homes. According to [35], security problems can 
occur to smart homes if no protection has been made. Smart homes can also become vulnerable to weak 
authentications, whereby smart devices can be intercepted by intruders or hackers and controlled 
remotely from other places to capture the information, accidently or purposely in order to steal or modify 
them. Therefore, it is very important to protect and keep the house safe from the undesired incident. 
Nevertheless, a home is where a family lives together to achieve comfort, convenience, and security. 
In order to achieve that, sophisticated security can be applied for the smart home for the purpose of 
authentication and access control those of appliances. Thus, biometric factors can be implemented for 
smart home to protect, monitor and control the house [42]. For example, studies by [43-46] used 
footsteps and gait recognition for surveillance in order to track intruders or any persons in the house. 
Besides, based on the footsteps and gait recognition, it can identify the users whether they are the owner 
of the house or not. In addition, fingerprint, iris, palm vein, face, ear, and height can be applied to 
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authenticate various devices and appliances in the house as well as access control. For biometric factors, 
a study by [47] found that facial recognition can be applied at the entrance door to capture the face of 
unrecognized individuals and monitor the surrounding of the smart home environment to identify users 
and intruders. 
Not only can the biometric factors be applied for security base, but they can also be used to collect 
data of certain applications and process them to become information for the benefits of the family. That is 
to say, smart homes can implement health monitoring for the elders and disabled people, and even for 
anybody in the house who wants to maintain a healthy lifestyle [34-35]. For example, electrocardiogram 
(ECG) can measure vital signs and heart rates in the body as well as blood pressure, blood sugar, blood 
flow, temperature, and weight. These can be done by embedding smart sensors on the body (Body Area 
Network) and integrating it with the home network to capture the data. Apart from that, footsteps and gait 
recognition can also recognize human behaviors for medical purposes. 
Furthermore, biometric factors can carry out command features. For example, speech recognition has 
the ability to perform voice command control to the smart home appliances and devices, whereby users 
can give commands to remote control to open certain television channels or radio music, open curtains or 
blinds at the windows, lock the door, switch on and off lights and air conditioners, as well as kitchen 
appliances like coffee maker, microwave, and many more. In addition, speech recognition is also suitable 
to the impaired vision and disabled people to ease their tasks, whereby they only need to give commands 
without burdening themselves to move around frequently.  
However, despite numerous benefits and advantages, biometric authentications may also have issues 
and drawbacks as well. The significant factor for this issue is that natural behavior may affect the 
effectiveness of the biometric. For example, in footsteps recognition, there may occur confusions when 
walking, differences in lighting conditions and backgrounds to capture the gait movements, or 
unobtrusive movements when a person walking quietly or unnoticeably. The following Table 1 
summarizes several main perspectives of biometric factors applied in smart homes. 
Table 1. Biometric factors applied in smart homes 
Biometric 
Factors 
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Table 1. Biometric factors applied in smart homes (contine) 
Biometric 
Factors 





Face Detecting human 
emotions, Principle 
Component Analysis 
(PCA), feature extraction 
techniques and Support 
Vector Machines (SVM), 
face detection by 
stepwise pruning, coarse-
to-fine facial feature 
extraction for face 
normalization, face 























Ageing factor might 
change, adult 
women usually are 
the same height (if 
more than one 




Ear Using smartphone camera 
to capture the ear image 
with location-based 
service (LBS) support, 
local invariant patterns 
Low cost since it 
uses a smartphone 
camera 








Palm vein Wireless Sensor 
Networks (WSNs) 




Only can applied at 











ECG is not strong as 
other biometric  
factors in terms of 
identification 









difficult to mimic 
and almost 
impossible to steal
Difficult in setting 





cannot be  
acquired at a 
distance, brain 
waves are weak 
signals and sensitive 
to the contamination 











Prevents the need 
for expensive  
computations 








Based on Table 1 above, many researches have been done on speech and voice biometric for smart home. 
Voice biometric can rely on voice command control to control smart home features and appliances. 
Impaired or blind users can have the advantage of using voice command control. By using voice or 
speech, it can limit the users’ movement which is why becomes one of the favorite biometric factors that 
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can be adopted in smart home. However, using voice biometric has one major disadvantage which the 
speed recognition is slow especially when there are background noises. Besides, sore throat may change 
the voice into hoarse or husky that will affect the systems to recognize the command appropriately. 
Nevertheless, voice and speech biometric are fast and convenience way of command to control the smart 
home features. Health monitoring has also shown a significant contribution in smart home environment. 
By analyzing ECG, blood pressure, blood glucose, blood flow, and temperature the system can monitor 
and detect early abnormalities or symptoms in users’ bodies especially on ill and elder users, thus the 
information will alert the users to meet doctors. Footsteps and gait can be used to increase surveillance 
aspect by alert the security alarm system if intruders were found within the house compound.  
Besides providing comfort and assistance to the smart home users, it is shown that the security aspect 
is no longer similar to traditional homes using keys and padlocks, but it has extended beyond physical 
security such as authentication mechanisms, which has deemed important. This is due to the fact that 
smart home applications are now controlled via the Internet, and with the advancements of technology, 
potential intruders can use sophisticated attacks to penetrate the smart home system and easily obtain 
access to the entire system. Therefore, the next section will further discuss the existing authentication 
mechanisms in the domain of security. 
4 Authentication Mechanism 
Authentication mechanism refers to a process whereby users provide some form of credentials, which are 
then compared to those on the file in a database of authorized users’ information on a local operating 
system or within an authentication server. If the credential matches, the process is completed and the user 
is granted authorization for access. There also exist two or multi-factor authentications that are combined 
with different factors. Both authentications must be successfully carried out; if one is not successful, the 
other one is not carried out [65]. Other examples are from the studies by [66, 67]. Authentication 
mechanism can be classified into four categories. The following sub-sections will elaborate further on 
each category. 
4.1 Authentication Based on Knowledge and Ownership Factor 
Authentication based on knowledge factor relies on something that a user knows, for example, passwords 
or PINs. This type of mechanism is highly dependent on the strength of a particular password. Therefore, 
standard guidelines for constructing a password are necessary, so that users are protected at least to a 
certain extent. For instance, the password must be of a certain length and a mixture of several 
characteristics, so that it is hard to be guessed by a third party. The main challenges of using passwords 
as an authentication mechanism is that users are likely to choose weak passwords due to memorability 
limitation. Therefore, passwords are often the weakest factor in authentication mechanisms.  
Similarly, PINs are also considered as a weak option, as normally PINs constitute of several characters 
only. Besides human factor limitations, this type of authentication mechanism is also prone to many 
attacks. There are several ways attackers can obtain the password. First, attackers can attempt to gain 
access to the database profile in the system, through spying or eavesdropping the secret information or 
perhaps the passwords itself is self-exposed accidently by a user who has written down their passwords 
(or PINs) on post-it notes [68].  
Despite the drawbacks mentioned, passwords are still found to be a highly relevant and commonly 
used authentication among users [69]. This is due to its robustness in nature, which is easily compatible 
across many platforms as it can be seen applied in critical domains such as online banking. Security 
researchers and academicians are putting a huge effort in studying and proposing countermeasures to 
increase the protections provided by this authentication mechanism. It can also be applied as two factors 
as well, for example, a combination of a password and ID card, or fingerprint and password, to make the 
authentication stronger and reliable. The following Table 2 summarizes the knowledge factor-based 
authentications. 
The second type of authentication mechanism is based on ownership factor. This factor is associated 
with something that users bring anywhere and anytime. For example, smart cards, ID, token, and passport. 
Usually, this type of authentication relies on small items that are easy to carry, as without it, users cannot 
gain access and authorization will not be successful. It also becomes more complicated if the factor is lost, 
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misplaced or damaged. This type of authentication is prone to counterfeit attacks, whereby attackers 
attempt to reproduce fake items to substitute the original. Nevertheless, this type of authentication is 
normally preferable in less critical domains, such as to record daily work attendance at the college or 
used in online voting. The following Table 3 summarizes the ownership factor-based authentication. 
Table 2. Knowledge and ownership factor-based authentications 
Mechanisms Domain Advantages Drawbacks Counter-measures Ref. 
Password Online banking, 
Smart home 



















due to frequent 
changes or too long to 
remember, shared, 




























state and country 
Damage, one person 
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different identity, have 
to carry everywhere, 
stolen, shared, fake 
can be issued. 
One-time password 
authentication 




























Despite the drawbacks based on knowledge and ownership factors in Table 2, most fields and 
organizations are still using them because they are cheap and the system is not difficult to develop, 
whereas many man powers have these knowledge and skill to develop the systems. In the other hand, to 
develop biometric systems, special skills and expertise in that field are needed and are expensive too. 
4.2 Authentication Based on Biometric Factors 
Biometric factors rely on two factors. First is the psychological factor, which is something a person is. 
These biometric authentications use part of the features in the human body, which include fingerprints, 
iris, and face. Second is the behavioral factor, which is something a person does. This biometric factor is 
where a user produces some of the characteristics that come from an action, for example signature, voice, 
and handwriting recognition. Biometric is a unique element in every human being [82-84]. Besides, 
biometric is more convenient than traditional methods such as password because the users always have it 
to themselves. The biometric factor can be used as biometric authentication, whereby it is more reliable 
to be used in providing access control to many applications because of its robustness, accuracy, and 
convenience [85-88]. 
Therefore, researchers and organizations tend to shift from traditional authentication like passwords to 
biometric authentication. For example, fingerprint, iris, face, and speech recognition are among the 
established biometric authentications that have been applied in many areas such as online banking, online 
voting, e-passport, e-health, as well as smart homes. This is because biometric authentication is 
significantly convenient, and efficient, which is not easily forgotten or lost from the users, given that 
fingerprint, iris, face, and speech are always together with them. In addition, the benefits of biometric 
authentication can also reduce fraud among employees since it is unique to every person, whereby they 
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cannot exchange the part of their body to that of another person. Unlike the traditional authentication 
mechanisms such as ID card or smart card, the card can be shared, duplicated, and stolen between them 
[7, 89]. 
However, biometric authentication has its issues as well, particularly when a part of the body is injured 
due cuts, burns, and callouses. External substances on a scanner or finger such as dust, oil or lotion may 
affect the scanner to read the biometric features. Besides, some people may have peculiar characteristics 
such as being too tall or too short, thus it affects the distance between the scanner device to capture the 
face or eyes. From the criminal point of view, the intruders can create artificial biometrics such as a 
picture of a fingerprint, an image of contact lenses with fake irises, sticky fingerprints made form gelatin, 
voice, and signature imitation [31, 90]. For this reason, to prevent the drawbacks, many researches have 
been done to counter these problems. Among the preventions of these problems are to implement 
cancellable biometrics, fuzzy vault, and anti-spoofing, in order to protect the secret biometric templates 
from intruders capturing them [91-95].  
Numerous areas have now implemented strong authentications for access control, thus biometric 
authentication can be said to be more reliable than other available authentication mechanisms, where 
traditional passwords can prompt to hackers [95-96]. Hence, to make authentications more powerful, a 
combination of two factors is a good way for the authentication mechanisms, such as the combination of 
fingerprint authentication and passwords or PIN number [65-67]. The following Table 3 summarizes the 
types of biometric authentication mechanisms along with their advantages, drawbacks, and 
countermeasures. 
Table 3. Biometric-based authentication mechanisms 
Biometric Factors Functions Area/Domain Benefits Drawbacks Ref. 
Fingerprint Compares the 
characteristic 
templates of a 







Hand geometry/  
grip-pattern 
Unique features of a 
hand such as the 
length of the fingers, 
and the width of the 
hand 
Smart gun 
Vein Unique pattern of 
palm and finger veins
Smart home, E-
banking 
Injured, peculiar, artificial 
fingerprints/templates, 


















Uses a pen and a 
specialised writing 
tablet to capture a 
shape, a speed, a 
stroke, a pen 














Typing Capturing the time 
intervals between the 
keystrokes and the 






Less accuracy (typing 
changing), not suitable 
for authentication 
[106] 
Footsteps Signals extracted 
from floor sensors. 




Recognition at a 
distance or at 
low resolution  
Occlusions, differences in 






Iris Measures a coloured 
ring around the pupil 








Wear contact lens, 
glasses, eye surgery, 
lighting, fake biometric, 
distance between devices 
[7], [108] 
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Table 3. Biometric-based authentication mechanisms (continue) 
Biometric Factors Functions Area/Domain Benefits Drawbacks Ref. 
Retina Identified by the 
distinctive pattern of 
blood vessels on the 
retina, at the back of 
the eye. 
    
Face Uses different 
algorithms to create a 
biometric signature 
of the face and 











Fake biometric, angle 
image, facial changing 
(age, medication, and 





Ear The identification of 
an individual using 
the shape of the ear 
Smart home   Difficult to see the ear, 
and inconvenient for 
women wearing scarves.  
[59] 
Height Measure the height 
of Individuals 







Ageing factor might 
change, adult women 
usually are the same 
height (if more than one 
woman in the house)  
[58] 
Speech/voice Identifies people by 
unique characteristics 
of their voice as 
rhythm of the vocal 
cords and the 
concavity of the 







benefit, remote  
authentication 
Variable nature of human 
voice, background noise, 





Body Odor The use of an 
individual’s odor to 
determine identity 
Authentication/ 
detect disease by 
using e-nose / 
health screening
Lowest error 





cannot mask the 
basic human 
odor 
Lack of knowledge in 
information processing, 





















Difficult in setting up the 
subject for signal 
acquisition, obstacle in 
acquisition protocol, EEG 
cannot be developed at a 
distance, brain waves are 
weak signals and 
sensitive to the 










activity of the heart 






ECG is not strong as 
other biometric factors in 
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Table 3. Biometric-based authentication mechanisms (continue) 




The identification of 
an individual using 









presented in a 
court of law 
Privacy issues associated 
with DNA-based 
biometric systems 
because the DNA samples 






Based on the Table 3 above, visual biometric like fingerprint, hand geometry, and vein recognition are 
among the highest adopted in many fields and domain areas. This is because it is convenient, efficient, 
not easily lost or forgotten, non-repudiation, accuracy, reliable, speed, and always with users. Although 
fingerprint may be victim by the snooping attack or artificial fingerprint, nevertheless it is among the 
cheaper and affordable biometric factors to be applied in smart application whereas to identify someone 
and to authenticate users. Besides, among other biometric factors that gain attraction for research is body 
odor. Study have shown that, body odor have the lowest error rate which is 15% compare with other 
biometric factors [111]. The advantages are unique and impossible to duplicate and fool-prove, which 
means it does not have to get permission by the user to use it. The technology lies in electronic nose (E-
Nose). By using E-Nose, health screening can be done by smell certain chemical in our body that detects 
disease like gastroenterology relating disorder. Despite of it advantages, it is still in research and lack of 
knowledge in term of information processing and difficult to develop. But it is of interest to further 
research into this biometric factor as it have low error rate compare to other biometric factors.  
5 Discussion 
Given these points, biometric factors are a sophisticated way to control the smart home environment 
technology that could assist and contribute to human beings in various aspects and conditions. As 
described in Section 2, biometric factors can provide smart home users with security, comfort, healthcare, 
and energy conservation.  
Security plays a big role for the smart home environment, whereby a house is a shelter for people to 
protect themselves from danger. One element in the security for smart home environment is access 
control and authentication. Biometric factors can provide user with biometric authentication to protect the 
house. For example, the access control of smart homes can be implemented using fingerprint, iris or face 
recognition at the entrance door. This will ease the users and save time as the users do not have to bring 
any physical key and smart card or to key-in the passwords. It is also very secure as biometrics are hard 
for intruders to break the system. However, if an unrecognized user enters the house, the fingerprint or 
biometric scanner can capture the picture of the unrecognized user to activate the alarm system.  
Besides, biometric authentication can be used in smart appliances to identify and verify the users if 
they want to use that function. Although all smart home users have the privilege to use all the appliances 
and services in the smart home, there are certain appliances that are available only for certain users. For 
example, dangerous appliances like stove, oven, microwave, and washing machine can only be used by 
adult users and are not authorized for children, whereby the users have to scan their fingerprint at the 
appliances to activate them. Therefore, only the users’ fingerprint templates are saved in the smart 
appliances’ memory. Other biometric factors are also applicable to be implemented, such as voice 
recognition, whereby the smart appliances recognize the authorized users’ voice only.  
In addition, footsteps recognition can be implemented to track users in the house, in which the signal 
from the smart floor can sense the footsteps and sounds of the users and can act as surveillance if 
intruders gain access inside the house; hence, the smart floor will trigger the alarm system to activate. 
Readers can refer to these articles for further reading about security and safety topic [48, 129-136]. 
With the help of biometric factors such as human body heat, face, iris, and voice recognition, various 
tasks can be implemented, such as lighting and heating, ventilation, and air conditioning (HVAC) will be 
activated by detecting the presence of the users, in which they can sense the human body heat. Apart 
from that, the users also can use speech recognition to do voice command control to the smart appliances 
to activate them. Besides, biometric factors can ease and minimize the workload of the housewife, for 
example, using voice or facial recognition to control the appliances, such as cooking, laundry, dish 
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washing, cleaning the house, and many more. Furthermore, biometric factors can ease the smart home 
users with remote monitoring from their smart phone, for example using voice command control that is 
integrated between the smart phone and smart home. Some related articles about comfort and luxury 
topic can be read here [137-139]. 
Biometric factors such blood pressure, blood sugar, body temperature, heart and pulse rate, and 
electrocardiogram (ECG) can be used to measure the health problem of the users. Nowadays, there are 
devices that can be implanted inside the human body and are connected through wireless network to 
capture the health information, in order to maintain the health of certain people. This service can be 
applied in the smart home environment for the elderly, sick, and disabled people, as well as people living 
alone with health problems. In addition, vision-impaired people are suitable users to benefit from the 
smart home environment. With the help of voice recognition, many tasks can be done by command voice 
control, whereby it is likely to talk to the home. More articles on healthcare services in smart home can 
be found here [20, 40, 61, 64, 140-144]. 
Smart home features have the ability to sense the humans in the house as mentioned above by 
detecting human body heat. Power consumption in the house such as electricity, water, and gas can be 
reduced, whereby lighting and air-conditioner will automatically switch off if no one is at a certain room 
or area. Smart appliances like television will switch on if authorize users control it. Furthermore, it can 
implement face detection to detect the users while watching television. The device can also detect if users 
are watching television or not; if they accidently slept or are away from that area, the device will 
automatically switch off if there is no detection of users’ face after a few minutes. Related articles about 
energy conservation topic can be read here [10, 17, 30, 145-148]. 
The following Fig. 2 shows the overview of biometric factors intended for smart home environment 
which is enhanced from [34-35, 39-40]. 
 
Fig. 2. The overview of biometric factors intended for smart home environment 
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6 Conclusion and Future Work 
This paper has provide a review on the general smart home concept and system, security authentication 
mechanism and its related issues, the benefits of biometrics that have been applied in many areas, as well 
as smart homes. Given this point, there are many biometric factors that can be implemented for the 
intended services in smart home environment, which are security and safety, conform and luxury, 
healthcare, and energy conservation. 
This paper emphasized its focus on reviewing relevant existing work and making further critical 
analysis towards them, thus this should be claimed as its main contribution. Interested researchers in this 
domain may be able to extend this work further especially those looking into specific issues related to 
smart home environment. Instead of relying on empirical data produced through experiments this paper 
highlighted analysis and comparison done on various aspects of smart home environment particularly 
focusing on aspects such as security, comfort and energy saving. The comparison was done based on peer 
to peer approach. For example, when comparing a particular biometric mechanism, comparison was done 
with other similar biometric mechanism within the domain of smart home application. This provides a 
holistic review on that perspective for future researcher to embark on. 
In the long run, biometric factors are vital to be applied for the smart home environment, especially in 
the security and safety features. For future work, more research should be conducted to study further on 
the technological advances of biometric authentication for smart home environment. This include things 
like lightweight technology that can be applied to the biometric authentication for power saving, security, 
and reliability. This is because a smart home is where a family lives and stays for a long time. Therefore, 
it is wise to consider a robust biometric factor to protect the house and also the family. 
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